TTCTO1 : CompTIA Security+ 1A34N150UsHBIUHUANTNINTFIUITNATUANNLUAUARAS B TEUNATEAUNUF 1Y

Description :
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Training Date : 18 W.8. 2569 - 20 W.8. 2569
fee : 35,000 B (saandslusau Vat 79%)
Instructor : Days & Duration : 3 Day(s) | 18 Hour(s)
avatar o Time : 09:00:00 - 16:00:00
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Venue : n5ausaluguuuu Online
Type : Online
Category : CompTIA Certification Program

Objectives :
Tassmseusudsufiinisnsouaoulususesivdnmuanulasadasaumassfuiiugiu (CompTIA Security+) Wummusaniiossming
WmgpavnsTseLIsUsEmAleuar U 108a Waladuila Buines $1in (ACIS Professional Center) wsosvilasunisatiuayulususaday CompTIA
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Objectives:
+ iiornegrumsndnyaainsiiicuganudey aumuiuananfoasaumna
ixﬁuﬁvugw (IT Security Foundation) 11;§U§mmmﬂ‘ﬁu1uﬁlmﬂLLNMW}U’M IT Security
+ Wioamanasgiuvesyaansmu Security lufinuvinftoslussduaina Wunisseasu
madanmseiadondou (AEO) uaail
+ Lﬁaﬁwmﬁﬂamwmamﬂmﬂiﬁm IT Security Mwﬁﬁuﬁuzgmﬂmgﬁaﬁ%maaﬁ%Lﬁm%uasimﬁugmmu

Target Group :
CompTIA Security+ mmxﬁm%%ﬁuﬁﬁ@mﬂwﬁLmﬁ&mmymlaﬁ %Q[;a&Lfd]‘EJ’ﬁJpaQﬁUﬁ?uLMﬂﬁﬂﬁﬂimizﬁUUﬁﬁaﬂ’l‘jLLﬁzizﬁUﬂIﬂU’]ﬂ W IT Support, System
Engineer, Network Engineer, IT Auditor, IT Manager, System Manager, Network Manager, IT Project Manager maamuw:ﬁﬁwmumﬁmﬁmmmiLmsu L‘ﬁu
Programmer, System Analyst Lﬁju(;u

Benefits :
Qﬁaawﬁummsggw CompTIA Security+ a]zﬁmwgu,azﬁﬂwzﬁfﬁwLﬂu‘[,umﬁxumwm?im (Risk Identification) N15anAIMAes (Risk Mitigation) fdeaiiu
Information security miﬁnﬁumiﬁ?ﬂu‘imﬂa%aﬁugm miﬂisQﬂéi%ﬁa;ﬂamiaumml,ax Security control
’Lumﬁnmmmaﬂ’umﬂaamﬁaaﬁaumeﬂﬁyaéwaﬁmqw%wa’i,umuwu A195n91ANEY (Confidentiality) mi%’mmmmgné?mﬂiugau(lntegrity) uag
nssnyieamsenly (Availability) suaq%agaszwmsaumei
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Course Outline :
Network Security
+ auaudAnaznisimuamaasnsisvesgunsaleients 1wu Firewall, Router, Switch, Load Balancer, Proxy, IDS/IPS
+ vemsilinunnuasadevouneiulad Virtualization ua Cloud Computing
+ iaJﬂﬂumﬂmﬂaaﬁlmmuuumsama TCP/IP o IPv4, IPv6, HTTP, FTP, IPsec, SNMP, SSL, TLS
+ mawsakarismsinvaudaensvenaienslsans iy WEP, WPA/WPA2, TKIP, CCMP, EAP, Mac filter
Compliance and Operational Security
+ waﬂmiLLamqwgmumeaamaﬂumimmsmmmm 1% Control type, Security policy, Vulnerability, RTO/RPO
+ m’mLailwmﬁiﬂwa’mmmmﬂ Business Partner Wag Social Media Network A311dAgyved SLA wag MOU
+ ﬂa‘qmﬁLLasLﬂiawaammﬂmﬁm Wy Change and Incident management, Routine audits, Data loss preventions (DLP)
+ %umauﬂmﬁwé’ﬂgﬂuiuﬂifﬁﬁLﬁmmmiiﬁmmhiﬂaa@ﬁﬂLﬁmﬁuﬁmwu IT 1%u Order of volatility, Chain of custody
+ %‘umaummﬂixmumimauaumﬁangmmnniﬂnﬁﬁlﬁmﬁ WU Incident identification, Mitigation steps, First responder
+ mmﬁﬁiwm Security Awareness L‘U“u Personally identifiable information (PII), Information classification
+ gﬂ”ﬂﬂizLﬂ%%aﬂLﬂ%aﬂﬁamUﬂﬂm%a Control wwﬁymmmﬂaamﬁa VL(;LLﬂ‘ Environmental controls, Physical security



+ Mﬁ'ﬂmi‘ﬁug’lumad Business continuity, Fault tolerance Wag Disaster recovery (Hot site, Warm site, Cold site)

+ wWhwaneves Information Security Taun Confidentiality (A11&Y), Integrity (mmgﬂgaﬂ) Ay Availability (runsouly)
Threats and Vulnerabilities

+ Uszlnnusy Malware L°U"u Virus, Spyware, Trojan, Rootkit, Botnet

+ Useannaed Attack (Nslauf) L Man-in-the-middle, DoS, DDoS, Spam, Phishing, Pharming

+ Useianaes Social engineering attack (Iﬂuﬁﬁ‘ziaﬂ%’iﬁﬁmﬁnﬂ%mﬁmﬂﬂa) \u Shoulder surfing, Tailgating, Hoax, Whaling
+ Usennuedg Wireless attack (Iamﬁmal,ﬂ%afzhai;aw) wu Rogue access points, Evil twin, War driving, War chalking

+ Usennuad Application attack (aufiveslmvoslusunsi) 1w Cross-site scripting (XSS), SQL injection, Buffer overflow

+ Lmiﬂi‘ﬁ'miamLLazﬂumﬁumﬂmﬁm ey Monitoring logs, Hardening, Network security, Detection vs. prevention controls
+ Lﬂ%‘aﬂﬁamﬂmﬂﬁﬂmﬂlﬁam’maauﬁaﬂwiLLazﬂ:au L‘ﬂu Port scanner, Baseline report, Code review

+ *quﬂizaaﬁﬂummﬂ%mu Penetration testing, Vulnerability scanning, Black box, White box, Grey box

Application, Data and Host Security

+ Application security y Fuzzing, Error and exception handling, Input validating, Hardening, Patch management

+ Mobile device security wu Full drive encryption, Screen-locks, BYOD (Bring Your Own Device)

+ Host security L‘U'u OS hardening, Hardware security, Host software baseline

+ Data security L‘U'u Cloud storage, SAN, Hardware based encryption devices (TPM, HSM)

+ mﬂiﬂi%miﬁmﬂ'gmﬂaamﬁa?juﬂ 1w SCADA, Android, 105, Application firewalls

Access Control and Identity Management

+ 38UV Authentication (ﬁqaﬁﬁmu) e RADIUS, Kerberos, LDAP

+ ldentification (Biometric, Username), Authentication (Token, Smart card), Authorization Lmeiﬁgﬁ]ﬂﬁmuﬁT’m

+ Something you are, Something you have, Something you know

+ MSUIINITANIT Account sy Policy enforcement (Group policy, Password complexity, Expiration), User access review
Cryptography

+ ¥ANNITD4 Cryptography (mﬁmwﬁ) L°Uu Symmetric vs. asymmetric, Hashing, Digital signatures

+ Sanesiilumsinsviauarnslonu wy WEP, WPA/WPA2, MD5, SHA, DES, 3DES, AES

+ 351159849 Public Key Infrastructure lﬂLLﬂ CA, PKI, Public key, Private key

Payment Condition :

Payment can be made by:

1. Cash or Credit Card or Bank Cheque payable to"dtinnunauninendansuazmaluladuvisni” post-dated cheque is not accepted) on
the first day of the service or within the last day of the service.
2. Account transfer and send the proof of the payment (the deposit slip) via email ttd@swpark.or.th
B 5UIAINTINN m‘mwmuf;wmmamg
Saving Account Number: 080-0-00001-0
Account Name: diinemuimuninedansuazmaluladunawd
B s5uAsngelng @veaiali
Saving Account Number: 152-1-32668-1
Account Name: drinauiaundngrmansuazmaluladuneni

Notes:
O Withholding tax (3%) is exempt.
O Should you need to withdraw, you must send the notice of the withdrawal in writing no later than 7 working days before the commencement date. The cancellation less than
7 days will be subject to a fine of 40% of the fee.

O Software Park Thailand reserves the rights to cancel courses due to unforeseen circumstances.

Contact Person :
For more information, contact our course coordinator on:
Songsiri Sittikun
Tel: +66-2583-9992 Ext. 81426
Email: songsiri@swpark.or.th
You are encouraged to use the course schedule as a guide to plan your training. The schedule is accessible at www.swpark.or.th for more

information.
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